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All offices are required to include all AWIPS-II software deliveries on their list of controlled technology for deemed export purposes and thus must ensure that no prohibited foreign nationals will have access to the "technology".  This includes all source code and binaries, as included on the deliverable release(s), from Raytheon.

In order to comply with both the Intellectual Property (IP) rights restrictions and the deemed export laws, The Office of Science and Technology (OST ) is implementing the following guidance regarding distribution of the official AWIPS-II releases.

Guidance
The software will only be distributed to individuals who are accountable for personnel that will be using the software.  OST will distribute, upon request, to any or all of the MIC’s, HIC’s, SOD Chiefs, Center Directors and Office Directors, or their designees.  Each Site, Region, Center or Office will then be responsible for any re-distribution to subordinates within their areas of responsibility and the associated compliance with IP rights and deemed export laws.  These responsible people will be named as Primary Points of Contact (POC).  Only OST is authorized to distribute the software outside of the National Oceanic and Atmospheric Agency (NOAA). 
Each Primary POC agrees to ensure that the software is 

1) not “released” to prohibited countries, entities or persons, as defined by current deemed export law (see “Export Restrictions” in Appendix A.

2) not made available to the public. 

"Released" is defined as 

"Technology is "released" for export when it is available to foreign nationals for visual inspection (such as reading technical specifications, plans, blueprints, etc.); when technology is exchanged orally; or when technology is made available by practice or application under the guidance of persons with knowledge of the technology. See §734.2(b)(3) of the Export Administration Regulations (EAR)."

In practice, this means that NO use of the software is allowed by prohibited foreign nationals.  Further clarification and detail is included in Appendix A.
Procedures

OST will make CD/DVD copies of the software and distribute via regular ground/air postal routes, only to the POC’s.  An e-mail, from the POC, either naming their designee, or directly requesting a copy of the software, may be sent to OST at Thomas.Kretz@noaa.gov with a cc to Stowell.Davison@noaa.gov.  This initial e-mail should include the mailing address that the POC would like the software sent to.  OST will validate the identity of the POC and reply to the e-mail with a copy of the guidance and procedures document.  Once the POC has read the guidance, the POC will reply via e-mail that he has read and understands the conditions therein.  Once OST receives the agreement e-mail, OST will prepare and mail the software as expeditiously as possible.
Appendix A

Background
The AWIPS program engaged their Prime Contractor (Raytheon), through a series of task orders, to undergo a major modernization of their primary operational software baseline.  This software ingests, decodes, stores, analyzes and displays weather data to the NWS forecasters at all operational offices.  It is the primary IT support system used in the production and dissemination of NWS forecasts throughout the U.S. 50 states, Puerto Rico and Guam.  This software modernization effort will result in a large amount of new software code, in effect largely re-writing the AWIPS software.  End user functionality and look and feel of the new software will remain initially unchanged but the internal computer languages and software tools will be different and the underlying data and software architecture will be fundamentally changed.  Raytheon has committed to using all Open-Source software tools (Java, Eclipse, Mule, Hibernate, etc.) and has pledged to make the new software source code freely available to NWS partners and collaborators.  The new system is currently under development with final delivery scheduled for mid-2009 and full operational NWS deployment estimated to be complete by mid-2010.  There are intermittent deliveries of the new system (essentially alpha/beta type software deliveries) during the development phase, however, that have generated significant interest from outside the NWS (both government and non-government), for obtaining copies of the early releases.  The interest usually centers around learning about the new software tools and architecture with an eye towards being able to develop their own software that will be compatible with the new system and/or re-using some or all of the Raytheon code and modifying for their own use.  There has already been one early delivery of the software, with a second scheduled for the end of January 2008.
Thus the motivation for this analysis is being driven by these early software deliveries of the new system and the outside-NWS requests for copies of it.  In particular, this analysis pertains to the “version 1.0” delivered on 14-June-2007.  Presumably, the analysis will be applicable to future versions as well, recognizing that each version is a separate entity and could have characteristics within it that would change the analysis results and/or recommendations.
Copyright Issues
The question of who owns the intellectual copyrights to the new software has some impacts on the deemed export analysis and recommendations.  According to the Commerce, Energy, NASA, Defense Information Managers Group (CENDI), 
“works produced by contractors under government contracts are protected under U.S. Copyright Law. (See Schnapper v. Foley, 667 F.2d 102 (D.C. Cir. 1981), cert. denied, 455 U.S. 948 (1982).) The ownership of the copyright depends on the terms of the contract. Contract terms and conditions vary between civilian agencies or NASA and the military.”

As a civilian agency under the Department of Commerce, NWS uses The Federal Acquisition Regulations (FAR) as the controlling regulations in this case and those regulations state that if the contractor properly “establishes claim to copyright” of the software, then the government acquires ownership under a license agreement.
“the contractor is required to affix the applicable copyright notices of 17 U.S.C. 401 or 402, and acknowledgment of Government sponsorship, (including the contract number) to the data whenever such data are delivered to the Government…”
If the contractor does not properly establish copyright claim, then the data is subject to being acquired by the government under an unlimited rights data clause, which gives the government complete freedom to use, copy, re-distribute etc., to anyone, including the public.  

In this case, version 1.0 of the software was delivered on two DVD’s and one CD.  The labels on the media did include proper copyright claims, so the software is acquired by the government under a copyright license agreement, as controlled by the FAR 52.227-14.  The copyright claim on the labels is

“This software was developed pursuant to Contract DG133W-05-CQ-1067

with the US Government. The US Government's rights in and to this

copyrighted software are as specified in FAR 52.227-14 which was made

part of the above contract.”
The contractor (Raytheon) also included a restricted rights statement on their copyright claim, shown below.

  “The Government’s rights to use, modify, reproduce, release, perform,

display, or disclose this software are restricted by paragraph (b)(2) of the

Rights in Noncommercial Computer Software and Noncommercial Computer

Software Documentation clause contained in the above identified contract. No

restrictions apply after the expiration date shown above. Any reproduction of

software or portions thereof marked with this legend must also reproduce the

markings.”
The above reference to paragraph (b)(2) and the Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation clause, do not appear to be included in the contract itself, nor does this clause appear in the FAR.  There is a clause by that name that appears in the Department of Defense FAR (DFAR) but the DFAR does not apply to civilian agencies.  As of this writing, it is still possible that the contract has been modified to include such a clause but further investigation is needed.  If it turns out that there has been no contract modification to include such a clause and if there is no such clause in the FAR, then this wording would have to be modified or removed from the deliverable(s).
In any case, the appropriate FAR clause is 52.227-14, section 27.404, “Basic Rights in Data clause”.  
The delivery includes the full compliment of software source code with it, so there does not appear to be any “Restricted Computer Software” included (as described in 27.404(b)), so the aforementioned Basic Rights Data clause, appears to be the applicable clause.

Since the new software is largely re-written, the assumption is that the Raytheon copyright only applies to newly re-written software that would fall under the category of data “first produced in the performance of a contract” (paragraph (c)(1) of 52.227-14).  This copyright license is shown below and comes from subpart 27.404-3(a)(4). 
(4) Pursuant to paragraph (c)(1) of the clause at 52.227-14, the contractor grants the Government a paid-up nonexclusive, irrevocable, worldwide license to reproduce, prepare derivative works, distribute to the public, perform publicly and display publicly by or on behalf of the Government, for all data (other than computer software) first produced in the performance of a contract. For computer software, the scope of the Government’s license includes all of the above rights except the right to distribute to the public.
The above is the license under which the government has obtained this software.
Any of the old original code that gets encapsulated substantially unchanged into the new architecture and included as part of a deliverable under the new contract would fall under subpart 27.404(f)(2)(i), which states

“Contractors are not to incorporate in data delivered under a contract any data that is not first produced under the contract and that is marked with the copyright notice of 17 U.S.C. 401 or 402, without either (A) acquiring for or granting to the Government certain copyright license rights for the data, or (B) obtaining permission from the contracting officer to do otherwise. The copyright license the Government acquires for such data will normally be of the same scope as discussed in subdivision (f)(1)(iv) of this section, and is set forth in paragraph (c)(2) of the clause at 52.227-14, Rights in Data—General….. Otherwise, data delivered with a copyright notice of 17 U.S.C. 401 or 402 may be presumed to be published copyrighted data subject to the applicable license rights set forth in subdivision (f)(2)(i) of this section, without disclosure limitations or restrictions.”
This brings us back to section 27.404-3(a)(4), which is the applicable software license shown above.

Deemed Export License Authority
FAR 52.227-14 paragraph (c)(1)(i) says  
Unless provided otherwise in paragraph (d) of this clause, the Contractor may, without prior approval of the Contracting Officer, assert copyright in scientific and technical articles based on or containing data first produced in the performance of this contract and published in academic, technical or professional journals, symposia proceedings, or similar works. The prior, express written permission of the Contracting Officer is required to assert copyright in all other data first produced in the performance of this contract.

Paragraph (d) noted above says

(d) Release, publication, and use of data. The Contractor shall have the right to use, release to others, reproduce, distribute, or publish any data first produced or specifically used by the Contractor in the performance of this contract, except— 
(1) As prohibited by Federal law or regulation (e.g., export control or national security laws or regulations); 
Thus, both the contractor and the government are bound by U.S. export law with regard to this software “technology”, which includes everything in the deliverable, whether it be source code or binary executables.  The applicable export Administration Regulations (EAR) is 15 CFR 730-774.  The National Oceanic and Atmospheric Administration has issued guidance on implementation of the regulations.  This analysis is based on that guidance.
The intent of the law is to “ensure that foreign nationals are not given access to technology where such access is prohibited.”

The Deemed Export rules in the EAR only apply to “Foreign Nationals”.  “foreign national” is not defined in the EAR but the EAR states that the deemed export rule does not apply to citizens of the United States, permanent residents of the United States or “protected individuals” under an immigration statute, which includes refugees and persons granted asylum.

The NOAA guidance provides a series of questions to answer to help determine what controls are needed, if any.

Question 1

Is the technology at issue (the AWIPS-II software) “publicly available” within the meaning of the EAR?

The EAR defines four categories that are “publicly available”.  1)  already published, or will be published 2) Arising or resulting from fundamental research 3) is education information and 4) is included in certain patent applications.  For the AWIPS-II software, the only category that might apply is the already published or will be published category.  The EAR definition of published technology is

Published Technology: Technology is “published” when

· It becomes generally accessible to the interested public in any form, including publication in any media (periodicals, books, electronic, etc.), readily available at libraries open to the public, included in patents or patent applications, and/or released at an open conference, meeting, trade show or other open gathering, for distribution either for free or at a price that does not exceed the cost of reproduction and distribution.
Answer 1 – NO.  Thus the AWIPS-II software is controlled under the EAR.  In addition, based on the copyright license that the government has under the FAR, the government does not have the right to distribute the software to the public.  Raytheon is the only one who can distribute to the public, or as defined under the EAR, “publish” the software.
Question 2
ECCN NUMBER -  For technology that is NOT publicly available, does the technology fall within one of the Export Control Classification Numbers (ECCN) on the Commerce Control List (CCL)?

Answer 2 – NO.  All technology that is export controlled but does not fall within a specific ECCN, is classified as “EAR99”, thus the AWIPS-II software is classified as EAR99.
Export Restrictions
1) Virtually all exports and many reexports to embargoed destinations and countries designated as supporting terrorist activities are banned.  As of this writing, the embargoed countries are Cuba, Iran, Libya, North Korea, Sudan, and Syria.
2) If the organization is on the Entity List (Supplement 4 to part 744 of CFR 15), it may require a license.  The most current list has some entities that  EAR99 items would require a license for.  These additional entities, while too lengthy to detail here, are located in China (Peoples Republic of), Israel, Russia and United Arab Emirates.
3) Treasury Department Specially Designated Nationals and Blocked Persons List.  EAR Part 764, Supplement 3 - A list maintained by the Department of Treasury’s Office of Foreign Assets Control comprising individuals and organizations deemed to represent restricted countries or known to be involved in terrorism and narcotics trafficking.
4) Denied Persons.  You may not participate in an export or reexport transaction subject to the EAR with a person whose export privileges have been denied by the Department of Commerce’s Bureau of Industry and Security (BIS).
5) The unverified list is composed of firms for which BIS was unable to complete an end-use check. Firms on the unverified list present a “red flag” that exporters have a duty to inquire about before making an export to them.
Encryption Software

There is no known encryption software in this version of the AWIPS-II software.  If, in the future, some is incorporated, then that code will need to be analyzed against a separate ECCN export restriction for encryption.
Summary findings
1) Raytheon owns the copyright to the AWIPS-II software, per their stated declarations of such, under provisions of the FAR.

2) The government has obtained a license to the software under provisions of the FAR but that license does not include public distribution of the software.

3) To date, Raytheon has not made AWIPS-II software publicly available

4) The AWIPS-II software, because it is not publicly available, IS export controlled.

5) The AWIPS-II software is export controlled under a catch-all classification of EAR99, which 
a. Bars it from export to six banned nations (Cuba, Iraq, North Korea, Iran, Rwanda, Syria).
b. May require an export license or be barred from export, to some entities located in four additional countries (China, Israel, Russia, United Arab Emirates).
c. Bars it from export to anyone on the Treasury Departments Specially Designated Nationals and Blocked Persons List.

d. Bars it from export to anyone on the BIS Denied Persons list.

e. Requires an inquiry to BIS for firms on the BIS “unverified list”.
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